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• My primary role is to design and 
facilitate professional learning for 
educators.

• I also teach news literacy 
concepts to adult audiences.

• I follow trends in misinformation 
and conspiracy theories.

• I was a MS & HS social studies 
teacher for 13 years in Chicago 
Public Schools.

John Silva, NBCT
Senior Director of 
Professional Learning

jsilva@newslit.org

@MrSilva
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The News Literacy Project

The News Literacy Project, a nonpartisan national 
education nonprofit, provides programs and 
resources for educators and the public to teach, 
learn and share the abilities needed to be smart, 
active consumers of news and information and 
equal and engaged participants in a democracy.

https://newslit.org/about/

Our mission:



The News Literacy Project

News literacy is embedded in the American 
education experience, and people of all ages and 
backgrounds know how to identify credible news 
and other information, empowering them to have 
an equal opportunity to participate in the civic life 
of their communities and the country.

https://newslit.org/about/

Our vision:



Let’s connect on social media!

Tag us with #NewsLiteracy on

Twitter, Instagram, Facebook:

@NewsLitProject



Reflection questions
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With your phone today:

• Have you posted to social media more than once?

• How many social media posts have you scrolled 
through vs how many you’ve liked or commented on? 

• How many text messages and emails are currently 
unread on your phone? How many have you sent?

• Have you read any news articles all the way through 
or did you just skim?

• Did you buy anything? 
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In 2021 65% of the 
world’s population 
had access to the 
Internet and 92.6% 
was through mobile 
devices.
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In 2021, the volume of data/information created, captured, 
copied, and consumed worldwide was 79 zettabytes. In 

2025, that is projected to grow to 181 zettabytes.

A zettabyte is 1,000,000,000,000,000,000,000 
(1021) bytes of information!
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Information overload, when 
combined with echo chambers, 

algorithms and passive consumption 
of information, increases our 

susceptibility to misinformation.
“Information Overload Helps Fake News Spread, and Social Media Knows It” by 
Thomas Hills and Filippo Menczer, Scientific American, December 2020



The News Literacy Project

Young people have a right to 
news literacy education.
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Young people 
have a right to 
news literacy 

education

1. Information is the basis for civic 
literacy, agency and action.

2. Students are inheriting the largest 
and most complex information 
landscape in human history.

3. Not preparing them to successfully 
navigate and play a role in 
shaping this landscape is 
fundamentally unfair.



What is news literacy?
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Determine the 
accuracy of 
information as well 
as the credibility of 
the source of that 
information.
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Use the standards of 
authoritative, fact-
based journalism in 
deciding what to 
trust, what to share 
and what to act on.
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Understand the 
importance of a free 
press and interact with 
news and other 
information in ways that 
promote engaged 
participation in civic life.



Misinformation learning 
objectives
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To understand and be less susceptible to misinformation, I can

• Define misinformation and differentiate common types.

• Describe the motivations of those who create and 
share misinformation.

• Classify types of propagators and relate them to 
motivations.

• Explain how misinformation exploits emotions and 
cognitive biases.



What is misinformation?



The News Literacy Project

Misinformation is:

False

Misleading

Inaccurate

Incorrect

“False or misleading information 
that is created and/or shared 

regardless of intent to deceive.”
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Misinformation and “fake news”

• Have become “irredeemably polarized in our current political 
and media climate”.

• Labeling information that does not support a position as “fake 
news” is a common political strategy.

• These terms have “lost all connection to the actual veracity of 
the information presented”. 

• We must teach a more accurate vocabulary and categorization 
for misinformation.

Soroush Vosoughi, Deb Roy and Sinan Aral, “The spread 
of true and false news online”, Science, March 9, 2018
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Mis- vs Disinformation

Misinformation

False or misleading 
information that is 
created and/or shared 
regardless of intent to 
deceive.

Disinformation

False or misleading 
information that is 
knowingly and
intentionally created 
and/or shared in order 
to deceive.
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2012 image 
taken in 
Melbourne, 
Australia.

2018 image 
taken in South 
Carolina after 
Hurricane 
Florence.
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• Whoever created this 
meme knew the images 
were unrelated. 

• It started out as 
disinformation.

• Once in the wild, it 
became misinformation.
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• Fake tweet created using 
an app or website.

• It started out as 
disinformation.

• Retweeting without 
verifying is spreading 
misinformation.

• If you know it’s false, and 
you share it hoping 
people believe it, that’s 
disinformation.

Fake tweet



What does misinformation 
look like?
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NLP’s five types of misinformation

Manipulated 
content

False 
context

Fabricated 
content

Imposter 
content

Satire
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Photoshopped 
image

Manipulated Content

Misinformation in which 
something is altered 
from the original, such 
as images that have 
had content added or 
removed using photo 
editing tools. 
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Original image

Manipulated 
Image
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Morgan Freeman 
didn’t say this

False Context

Misinformation that takes 
an image, quote or other 
piece of content and puts 
it into a new, false context 
to change its meaning. 
Especially common during 
viral, breaking news 
events.
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ORIGINAL

FALSE CONTEXT
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Literally a “fake 
news” site

Fabricated Content

Misinformation that is 
entirely made up and is 
designed to deceive you 
into thinking that it’s 
real.
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Headline is from a legitimate 
news article from Crow River 
Media

Someone took a screenshot, 
fabricated a quote (that does 
not appear in the original 
article) added a partial link and 
shared to social media.

Image goes viral, falsely 
connecting White’s death to a 
Covid booster shot.
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Screenshot, not 
actual tweet

Imposter Content

Misinformation that 
falsely uses a well-
known name, brand or 
logo to fool people into 
believing that it is 
authentic content.
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These are both fake tweets
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Satire

A piece of information 
that uses humor or 
exaggeration to critique 
or mock a person, 
organization or policy.
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Some satire is established and well-known
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People don’t always recognize satire/parody
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Satire can become false context misinformation
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Satire video 
edited to 
remove 
disclaimer

New version 
false context 

misinformation



Questions so far?



Essential fact-checking and 
verification skills.
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Three essential skills

Critical observation

Reverse image search

Lateral reading
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Observation:

Is there any evidence 
or context provided for 
where/when these 
images were taken?
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Reverse image 
search:

We can search for 
these images to find 
other versions to verify 
where/when they 
were taken.
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Internet search:

Using details from the 
post, we can search 
for fact checks or 
additional context 
from other sources.
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Use “lateral reading” to verify information

Verify what you’re reading while you are reading it:

• Open a browser tab to search for verifying information 
from other sources.

• Verify key details, the credibility of the source and 
learn additional context.

• By evaluating multiple sources, you become more 
confident in the credibility of what you are reading.

Note: The terms “Lateral Reading” and “Click Restraint” are 
derived from research conducted by Sam Wineburg and 
Sarah McGrew at the Stanford Graduate School of Education.
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Always exercise “click restraint”

• Don’t simply click the first link in your 
search results.

• Review options and choose a source 
that seems relevant, credible.

• Fact-checking is a deliberate process for 
best results.
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• Shocking headline. 

• Source is an MD MPH.

• Is this information factual?

• Does it support his claim?

• Is he a credible source?
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Here’s how I verified this claim
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TRUE: A Navy jet did crash, and 
the pilot ejected. (He survived)

FALSE: The crash was not the 
result of a vaccine reaction, and 
“Real Raw News” is not a credible 
or legitimate news source.

There is no link between the false 
article and McCullough’s tweet and 
calls his credibility into question.
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Is Heinz making “Mayoreo” sauce?
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Verified using reverse image search
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About fact-checking organizations

• Responsible organizations “show their work”.
• Links to evidence used in the fact-check are 

provided.
• Context and background information are included.
• Transparent about methodology, practices and 

criteria for ratings. 
• Good practice to use multiple fact-checks when 

practical.
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A sample of reputable fact-checking organizations

Note: All logos are hyperlinked.



Fact check challenge
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This image has been 
photoshopped in several ways. 
Using reverse image search or 
lateral reading determine:

1. What shirt was Mr. Rogers 
originally wearing?

2. Who was Steve Irwin 
originally posing with?

3. What else was altered or 
added?



Short Break



Fact check challenge review
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This image has been 
photoshopped in several ways. 
Using reverse image search or 
lateral reading determine:

1. What shirt was Mr. Rogers 
originally wearing?

2. Who was Steve Irwin 
originally posing with?

3. What else was altered or 
added?



The News Literacy Project

1. What shirt was Mr. Rogers 
originally wearing?

Davide’s Tomato Sauce

2. Who was Steve Irwin 
originally posing with?

Bob Irwin

3. What else was altered or 
added?

A rainbow was added



Motivations:
Why do people create & share 
misinformation?
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Questioning intent

• Determining intent accurately is difficult and usually 
different for creators and sharers.

• Distinguishes disinformation and other types of false 
or misleading information.

• Differentiates motivations and types of propagators.

• Discussions of intent can lead to a deeper 
understanding of misinformation.
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Motivations for creating misinformation

Financial 
gain

Increase 
influence

Create 
mischief

Political/social 
divisions

Undermine 
trust
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Four types of propagators

• Scams, clickbait farming, companiesSelf-interest

• Partisans, governments, candidatesGroup interest

• Ordinary peopleAltruistic

• Trolls, extremists, conspiracy theoristsMalicious



Note: These are not always 
cleanly categorized
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Propagator:
Self-interest

Motivation:
Financial gain, 

undermine trust
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“ Engagement bait” account.

Original video from comedy 
TikTok account.

Posted as authentic content.

Propagator:
Self-interest

Motivation:
Increase influence, 

Financial gain
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Propagator:
Group interest

Motivation:
Undermine trust, Financial gain
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Propagator:
Group interest

Motivation:
Political/social 

divisions, financial 
gain.



The News Literacy Project https://www.counterhate.com



The News Literacy Project

Propagator:
Altrusitic

Motivation:
Increase influence, 
undermine trust.
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Propagator:
Altruistic

Motivation:
Varies
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Don’t microwave your masks btw…
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Propagator:
Malicious

Motivation:
Create mischief, 
political/social 

divisions, undermine 
trust.
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Propagator:
Malicious

Motivation:
Create mischief, 
political/social 

divisions, undermine 
trust.
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Intent determines motivation and type 

• Altruistic misinformation – Someone thinks it’s 
real and shares it to make people feel better.

• Self-interest misinformation – Someone thinks 
it’s real and shares it for likes and engagement.

• Self-interest disinformation – Someone shares 
it knowing it’s false for likes and engagement.

• Group interest disinformation – An account 
created to gain followers to monetize account.

Photoshopped 
image



The News Literacy Project

Role of emotion in spreading misinformation

• Misinformation is designed to elicit a strong 
emotional response.

• Our emotion centers override rational thought 
processes, and we react by sharing, amplifying. 

• We especially respond to things that “feel” true.

• Teens and older adults are especially vulnerable.
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Emotional responses are varied

Anger Fear Sadness Curiosity

Hope Humor Wow!
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Your political/social beliefs affect your emotional response

These are both fake tweets
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Targeting parental fears and anxieties is very common
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Rumor theory and social media

• Humans are social by nature and sharing stories has 
always been part of how we interact.

• We have a deep-rooted desire to understand and 
make sense of the world.

• Combined this is called “shared sense making” and it 
fills an emotional need.

• Social media amplifies this with the ability to share 
with anyone and everyone.



Misinformation exploits 
cognitive biases
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Cognitive biases

A natural error in reasoning and thought 
processes that can cause people 

to misinterpret information, leading to 
distorted perceptions of events, irrational 

judgments and false beliefs.



The belief that 
institutions like 
governments and 
corporations are always 
acting in dishonest 
ways and cannot be 
trusted.

Institutional 
Cynicism
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The natural tendency of 
people to readily accept 
any information, even 
false, that agrees with or 
reinforces their existing 
beliefs. 

Confirmation Bias
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The New York 
Times made 

Wordle harder!

(No, they didn’t)
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The effects of emotion and confirmation bias

Wordle 
becomes 

hugely 
popular.

NY Times 
buys 

Wordle. 

People are 
angry.

People 
struggle 

with a few 
words.

NY Times 
made 

Wordle 
harder!

Here’s 
proof they 

didn’t.

I don’t 
believe 
you, it 

doesn’t 
feel true.
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Confirmation bias and believing satire is real



To deliberately search for 
or interpret information in 
ways that confirm what 
you already want to 
believe and to invent 
reasons to dismiss 
anything that disproves 
these beliefs.

Motivated Reasoning
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NOTE: Seeing patterns and connections 
in random things is totally normal. 

Creating patterns to justify a belief 
or manufacture “evidence” is a key 
component of conspiratorial thinking.



Do we need to check 
everything we see?
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When should we fact-check or verify information?

• When you are planning to share something with 
others, especially on your social media.

• When you are unsure or skeptical.

• When you plan to use something to inform a decision.

• When something is influencing your beliefs.

• When you are experiencing a strong emotional 
reaction as a result of seeing something.
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What you can do
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Practice news literacy skills

Check your sources 
before you share

Double-check the facts 
before you share

Debunk 
misinformation

Stand up for facts!



Questions? 



newslit.org

/NewsLitProject @NewsLitProject @NewsLitProject

LinkedIn.com/company/
NewsLitProject

@NewsLitProject

Thank you for joining us!

Youtube.com/
NewsLiteracyProject


